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5.2 Intelligent Power Failure Recovery
The Low Power Detection on the controller initiates cached data saving before the power supply to the
device is too low. This feature prevents the device from crash and ensures data integrity during an
unexpected blackout. Once power was failure before cached data writing back into flash, data in the
cache will lost. The next time the power is on, the controller will check these fragmented data segment,
and, if necessary, replace them with old data kept in flash until programmed successfully.
5.3 Enhanced Security Level
5.3.1 Secure protection zone
Partitioning with static commands to logically secure data, protection zones are the solid frameworks of
file vaults. 3 different types of zones, unprotected, read-only, and restricted, are offered for effortless
administration. When the product is shipped out of Apacer, all sectors are in the unprotected zone, which
means there is no control on any data transaction. For further management control, the read-only zone
can be set to be accessed exclusively for grantees, and the restricted zone, to be as the maximum
security stockade with full administration privilege required. A maximum of 4 zones can be configured as
either restricted or read-only zone presenting concurrently. The space outside these 4 zones is
automatically in the unprotected zone if available. After the zone has been configured, the protection zone
can be de-activated or re-activated by either software methods or hardware components. Protection zone
configuration is non-volatile and it will be in effect until the next set of configuration overwrites it.
5.3.2 ATA Secure Erase
Accomplished by the Secure Erase (SE) command, which added to the open ANSI standards that control
disk drives, “ATA Secure Erase” is built into the disk drive itself and thus far less susceptible to malicious
software attacks than external software utilities. It is a positive easy-to-use data destroy command,
amounting to electronic data shredding. Executing the command causes a drive to internally completely
erase all possible user data. This command is carried out within disk drives, so no additional software is
required. Once executed, neither data nor the erase counter on the device would be recoverable, which
blurs the accuracy of device lifespan. The process to erase will not be stopped until finished while
encountering power failure, and will be continued when power is back on.
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